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Abstract—SQL injection attack It  is the revaluation in 

database attacking not only in database it have various 

other financial consequences like e-banking and online 

payment bills.SQL injection is a code of injection 

technique used to attack data driven applications in which 

malicious SQL statements are inserted. Main aim of this 

paper to create the awareness among the database 

administrator and web developer .to prevent from the 

injection attacks. Let we see in this paper. Our ultimate 

objective is to totally eradicate the whole concept of SQL 

injection and to avoid this technique becoming a plaything 

in hands of exploiters. 

Key words—SQL, SQL injection techniques 

1.  Introduction 

SQL injection is a technique to attack the database& 

web application. The SQL injection is not a new techniques 

it the basic concept behind the attack has been described 

over the 10year by the JEFFFORRISTAL. Although a 

common problem with web applications this vulnerability 

can actually affect any application that communicates with 

a database management system via query language. This 

paper starts with the different forms of attacks injection are 

use by the hackers and demonstrates with the example how 

they do this attack. Its frequently use to perform operations 

on the database authentication. Investigators have 

suggested various solutions and techniques to address the 

SQL injection problems. However there is not one solution 

that can guarantee complete safety. 

Many current solutions often can’t address all of the 

problems. Many techniques propose are based on the 

assumption that only the SQL statements that receive user 

input are vulnerable to SQL injection attacks. I had 

surveyed existing techniques against sql injection attacks 

and analysed their advantages and disadvantages. In extra 

identified techniques for building secure systems and 

applied them to my applications and database system. And 

illustrates how they were performed and effect of them. 

2. About SQL 

      SQL (structured query language) it can allow the user to 

access a database by the SQL statements. It is a ANSI & 

ISO standards it is a SCL (Standard Computer Language). It 

executes the quires against a database and it    can retrieve 

data’s from a database and it can insert new records in a 

database. It can also delete and update the records in a 

database by using the SQL statements. There are many 

keywords are used in the SQL statement but some statement 

are most use full and by this keywords we can access the 

whole database. Such keywords (Select, Update, Delete, 

Insert, Where, and others). 

3. SQL tables 

It is a relational database and contain one or more than 

tables and it can be identified each by the name of the tables 

[6]. The tables contains row and columns and it hold the 

name of the records. 
 

Table1: SQL table 

Useid Name     Dob  Login password 

001    thiru 21/4/94 Mc101 2558 

002 ashwin 05/05/93 Mc102 6699 

003    rajesh 02/6/92 Mc103 1425 

 

We can get the result by the using the query a database the 

query are like SELECT*FROM. 

EX:-SELECTLastName 

FROMusers 

WHERE UserID = 1; 

We can also edit are modify the tables by using the query 

of the SQL statement. It  have syntax  there are SELECT - 

extracts data, UPDATE - updates data, INSERT INTO - 

inserts new data ,DELETE - deletes data. 

 

4. SQL injection techniques 
 

SQL injection is a technique to hack the data’s from 

database without permission of administer by using the 

SQL  statements. It is a framework supports.  It is a machine 

learning approach and the instruction are set as the 

randomization and it  is the combination of static and the 

dynamic analysis. 

They exploits a security vulnerability occurring the 

database layer of an application SQL injection it attacks 
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consists of inserting the injection to the database using the 

SQL query via the input data given from the limit to 

application SQL injection is a one type of ethical hacking 

By using the SQL injection we can update or edit the 

database[5]. SQL injection attack is a code injection  

technique,  used to attack data-driven applications, in which 

malicious SQL statements are inserted into an entry field for 

execution (e.g. to dump the database contents to the 

attacker). 

SQL injection is an attack in which malicious code is 

inserted into strings that are later passed to an instance of 

SQL server for parsing and execution. It allows attackers to 

obtain unauthorized access to back-end database to change 

the intended application-generated SQL queries. 

 

5. SQL Injection Detections 
 

SQL injection can detect by the following three types of 

c classifications. 

 code based detection techniques 

 concrete attack generations 

 Taint-based vulnerability detection: 

Code based detection techniques [5]. This type of 

approach occupies for the developing for test based codes 

to detecting the SQL attacks it is a mutation based sql 

injection checking and it have a nine mutations operators to 

chance the original queries with muted queries 

 

5.1  Concrete Attack Generations 

  

This approach use the state of a symbolic and execution 

and techniques to the automatically generate the test inputs 

that expose the injection vulnerability in the web based 

program. It can only handle numeric operation. It inputs the 

web applications are string by the default. Solvers can 

solve the myriad string operations applied to the inputs the 

developers could use execution to both detect the sql 

statements that use inputs and generate concrete inputs that 

attack. 

 

5.2 Taint_Based Vulnerabilit Detection 

 
The injection attacks can be avoided by using static and 

dynamic  technique to prevent data attesting untainted data 

and such as the programmer defined SQL structures .Many 

researchers are applied prominent static analysis techniques 

to apply sensitive analysis, alias analysis and  inter 

procedural dependency analysis to identify input source 

and the database access points and check whether every 

flow from the source to a sink to an input validation or 

input sanitization routine these approaches are have a some 

limitations. 

 
 

5.3  Front end Phase Prevention 

Author’s SHELLY ROHILA’s say how are SQL 

injection attacks and which place are mainly attack. They 

say 90% of web application are vulnerable to same from of 

attack provided by developer of who applications. They 

gives some query and login details and some flow chats 

SQL is one of the most dangerous type of threats. Many 

solutions to these attacks have been proposed over years. 

They give security on both ends in MS-SQL but not is 

other domains and database so to create a project software 

to prevent the attacks. 

They say the open web application security project and 

the most widespread website security risk in 2011[1]. 

There are variety of techniques are available to detect 

SQL.. The most preferred web framework static analysis, 

dynamic analysis combined static and dynamic analysis. It 

have 4more steps how the attacks are done they are  

 Injection through user input 

 Injection through cookies 

 Injection through server variable 
 

 
Fig.1: Frontend phase 

 

In this one way to protect the attacks through the 

frontend of the application by this architecture for the 

frontend is shown up on the flow chart. If the attackers get 

the ability to compromise to the frontend security even 

though, he is not able to access the database because of the 

backend security. 

Attackers have chance to hack the database by the 

frontend also in the backend phase sql attacks has been 

prevented by database stored procedures. The tool gets to 

stored procedures that are in the database and then analyzes 

one by one.  

This example show how a parameterized stored 

procedure can be exploited via the sql injection and this 

example say assume that the query string is constructed at a 

5 to 7 line of example has been replaced by a call to the 

stored procedure defined. This stored procedure is 
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vulnerable because the attackers can merge any threat query 

by login the database. 

 
Fig.2: Backend phase 

 

This attack is said to be a piggy back attacks. The 

malicious code gets executed which the results in the 

database are to shutdown. Example show how the stored 

procedures can be  vulnerable in the same way as traditional 

application code concatenation symbols as mentioned in the 

figure. 

 

6.  Preventing  the SQL  injection attacks by 

using firewall 
 

I am going to use a firewall to the web application while 

using the firewall it can prevent the SQL injection queries 

while inserting to the database.I am going to do prevent the 

SQL injections by the both end security.Front end security 

Back end security by using the “ BITLOCK FIREWALL”. 

It will return the attacks and give permission for the right 

users 

 
Fig.3: Dot firewall for web application 

 

By using this firewall both side we can secure the 

queries and I will allow the correct queries and if hacker try 

to inject the Sql the firewall will block and indicate to the 

user. This dot locked firewall was used to prevent the web 

applications if the user is the good request means I will 

allow the user to the access the web application. If the 

unwanted user is access to the web application it will block 

the attacks and return the queries to the hackers and notify 

to the user. 

By using this firewall both side we can secure the 

queries and I will allow the correct queries and if hacker try 

to inject the SQL the firewall will block and indicate to the 

user. While using the database firewall it can have a less 

chance to inject the queries It can allowed behavior can be 

defined for any user or application. Automated white list 

generation for any application. Out of data base transaction 

detected and blocked or alerts the user. 

 

7.  Using firewall to database 
 

We want to use firewall to database because we want to 

prevent the SQL attacks from the hackers and keep safe our 

database and it help to the users. Main aim of this paper to 

prevent the SQL injection attacks by a simple way and less 

amount of cost 

Firewall is act like wall for the database. If the user want 

to access the database they want to get permission from the 

firewall and the user if the user does not have any token are 

address to enter the database means It will block that users 

and indicate to the administer of the database 

 

 
Fig.4: Firewall for database 

 

       While the attacker have send and injection queries as 

normal queries but they enter into database and totally 

affected the database. Avoiding this type of attacks the 

database connected to the firewall and they have two 

obstacle’s to enter into the database. 

Web server and the application server are check the 

queries and then allow into the database. The web server 

work to check the dns and sites of the user and it can’t to 

filter the sql queries by using the firewall only we can filter 

the quires it only to block the unwanted users to the 

database Proxy filters security gateway [3] is a proxy and 

filtering the enforce input the validation rules on the data 

and flowing to a web application parameters as they flow 

from the web page to the application server. This approach 

can human based and like defensive programming requires 

developers to know not only which data to needs to be 

filtered. Implement the firewall to the sql server to avoid the 
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injection attacks. The ultimate objective to totally eradicate 

the whole concept of SQL injection and to avoid this 

technique becoming a plaything in hands of exploiters 

 

 
Fig.5: Firewall secure 

 

In the above fig the server is connected to the firewall. 

The firewall act as the wall compound and it checks the 

queries and give permission to all into the server. While 

using the firewalls to the server and database they have less 

chance to the hacks the database.  

 

8. Conclusion and Future Work 

 
SQL injection is the database attacking it not only 

attacks the database it have various financial consequence. 

We say some techniques in this paper and future work is to 

implement the firewall to the SQL server to avoid the 

injection attacks. The ultimate objective for totally eradicate 

the whole concept of SQL injection and to avoid this 

technique becoming a plaything in hands of exploiters. 
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