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Abstract —As digital technology penetrates more deeply into Zambian civic and economic life through mobile money, e-
government services, social media, and online commerce cybersecurity awareness among citizens has become a national
development imperative. Low cybersecurity awareness creates vulnerability to phishing, identity theft, online fraud, social
media manipulation, and ransomware risks that disproportionately affect the most digitally inexperienced users, including
rural communities, elderly citizens, and those newly entering the digital economy. This article investigates cybersecurity
awareness among Zambian citizens, contextualising findings within global scholarship on national cybersecurity strategy,
Al-driven threat education platforms, digital literacy development, and community-based cyber resilience programmes.
Drawing on a survey involving 10 ICT experts and broader citizen assessment, findings reveal that awareness of common
cybersecurity threats is low, safe online behaviour practices are inconsistently adopted, and institutional support for
cybersecurity education is fragmented and insufficient. Al-powered cybersecurity training platforms, national digital literacy
programmes, and community-based cyber awareness campaigns are identified as evidence-based pathways for improving
national cyber resilience. Policy recommendations are presented.
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1. Introduction

Cybersecurity the protection of digital systems,
networks, and data from unauthorised access, manipulation,
and disruption has become a foundational concern for
individuals, institutions, and governments in the digital age
(Venice et al., 2025f; Vettriselvan et al., 2025c). For
Zambia, where mobile phone penetration now exceeds 60%
and digital financial services including mobile money and
internet banking are progressively displacing cash
transactions, cybersecurity threats represent a growing
source of financial and personal harm for citizens whose
awareness of digital risks has not kept pace with their
digital technology adoption (Venice et al.,, 2025b;
Vettriselvan et al., 2025b).

Social engineering attacks including phishing emails,
SMS scams, and social media fraud exploit psychological
vulnerabilities rather than technical weaknesses, making
citizen awareness and behavioural knowledge the primary
defence against the most prevalent cybersecurity threats
(Venice et al.,, 2025a; Basha et al., 2025). Al-powered
cybersecurity  training  platforms, digital literacy
programmes, and community-based cyber awareness
campaigns offer evidence-based pathways for building the
citizen cybersecurity knowledge and safe online behaviour
practices that constitute national cyber resilience (Venice et
al., 2025f; Vasantha et al., 2025). This article investigates
Zambian citizen cybersecurity awareness and identifies
strategies for national cyber resilience building.
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2. Literature Review
2.1 Cybersecurity Threats and Citizen Vulnerability

The threat landscape facing ordinary citizens in digital
economies encompasses phishing attacks that harvest login
credentials and financial data through deceptive
communications, identity theft through social media
information exploitation, online financial fraud through
fake merchant sites and investment scams, and social media
manipulation through disinformation and fake account
interactions (Venice et al., 2025f; Basha et al., 2025). In
Zambia, mobile money fraud including SIM swap attacks,
fraudulent agent impersonation, and social engineering of
account credentials represents a particularly prevalent and
financially damaging cybersecurity threat given the high
penetration and primary financial role of mobile money
services (Venice et al., 2025b; Vettriselvan et al., 2025c).
Low cybersecurity awareness among citizens particularly
those who are new digital adopters without prior exposure
to digital risk education creates systematic vulnerability to
these threats regardless of the technical security measures
implemented by service providers (Venice et al., 2025a;
Vinodh et al., 2026a; Aneeshkumar et al., 2024). Social
vulnerability to cybersecurity threats intersects with
broader social vulnerability patterns: elderly citizens, those
with lower education levels, rural communities with limited
access to cybersecurity information, and citizens newly
accessing digital services for the first time are
disproportionately represented among cybercrime victims
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(Ashifa, 2022; Kariveliparambil et al., 2026b). Gender
dimensions of cybersecurity vulnerability are also
significant with women facing elevated risks of online
harassment, intimate image abuse, and gender-targeted
financial scams (Ashifa et al., 2019; Vettriselvan & Anto,
2018).

2.2 Al-Driven Cybersecurity Education and Training

Al-powered cybersecurity training platforms offer
significant potential for building citizen cybersecurity
awareness at population scale in cost-effective,
contextually adaptive formats (Venice et al., 2025f; Akila
et al, 2025). Adaptive learning systems that assess
individual user cybersecurity knowledge profiles and
deliver personalised training content focusing on the
specific threat types and risk behaviours most relevant to
each user's digital activity patterns ensure that training is
targeted to actual individual risk rather than generic content
that may be irrelevant or redundant for many users (Venice
et al, 2025b; Vasantha et al., 2025). Gamified
cybersecurity training applications that simulate phishing
attacks, social engineering scenarios, and password security
challenges in engaging, consequence-free environments
build threat recognition skills through experiential learning
that lecture-format awareness programmes cannot replicate
(Venice et al., 2025c; Swadhi et al., 2025a). Al-powered
threat intelligence systems that monitor local and national
cybercrime patterns identifying emerging scam types, new
attack vectors, and seasonal fraud trends can generate
targeted public alerts that keep citizen awareness current
with rapidly evolving threat landscapes (Venice et al.,
2025a; Devi et al.,, 2025). Natural language processing
systems that automatically translate cybersecurity guidance
into local languages, at appropriate literacy levels, ensure
that awareness content is accessible to the full range of
Zambian citizens regardless of English literacy level
(Venice et al., 2025d; Arockia et al., 2025).

2.3 National Cybersecurity Strategy and Policy

Effective national cybersecurity awareness requires a
coordinated policy framework encompassing regulatory
requirements for digital service providers, national digital
literacy curriculum integration, mass public awareness
campaign infrastructure, and cross-sector partnerships
between government, telecommunications companies,
financial institutions, and civil society (Venice et al., 2025f;
Vinodh et al., 2026a). Zambia's National Cybersecurity
Policy and associated legislation provide a regulatory
foundation for national cybersecurity governance but
citizen awareness education components of this framework
require significantly stronger implementation, particularly
in rural and underserved communities (Vettriselvan et al.,
2025d; Venice et al., 2025b). Blockchain-enabled incident
reporting and cybercrime statistics systems that generate
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transparent, real-time national cybersecurity threat
dashboards provide both policy makers and citizens with
accurate information about the scale and nature of
cybercrime risk building the evidence base for targeted
awareness investment (Rajeswari et al., 2026; Venice et al.,
2025¢).

2.4 Community-Based Cyber Awareness and Digital
Citizenship

Community-based cyber awareness programmes
delivered through trusted community institutions including
schools, churches, community centres, and local
government offices have demonstrated effectiveness in
reaching digitally inexperienced citizens who are not
accessible through conventional online awareness channels
(Kariveliparambil et al., 2026a; Rasi & Ashifa, 2019).
Digital citizenship education integrated into civic education
curricula from primary through to secondary level builds
the foundational online safety knowledge, critical
evaluation skills, and safe behaviour habits that provide
lifelong cyber resilience (Vijayalakshmi et al., 2025a;
Venice et al., 2025f). Peer cyber safety education networks
training community members to serve as local
cybersecurity awareness champions who educate their
networks extend awareness programme reach through
trusted

3. Methodology

A descriptive survey was employed to investigate
cybersecurity awareness among Zambian citizens. Mixed
methods combined structured questionnaires administered
to a diverse citizen sample, in-depth interviews with 10 ICT
and cybersecurity experts, and analysis of available
national cybersecurity incident data (Kombo & Tromp,
2014; Orodho & Kombo, 2012). The citizen sample
comprised 80 participants drawn across urban and rural
strata, gender, age groups, and education levels. Data
collection instruments measured cybersecurity threat
knowledge, safe online behaviour practice, personal
cybercrime experience, and awareness education exposure.
Expert interviews explored national threat landscape and
education policy. Thematic analysis and descriptive
statistics were applied.

4. Findings and Analysis
4.1 Cybersecurity Awareness Levels

Citizen cybersecurity awareness assessment revealed
significant knowledge gaps across all threat categories:
only 42% could correctly identify a phishing email from a
described example; 35% were aware of SIM swap fraud
risks despite widespread mobile money use; and 28%
practised password security behaviours (unique passwords,
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regular changes, non-sharing). Rural respondents
demonstrated significantly lower awareness than urban
counterparts across all measured dimensions a digital risk
equity gap with particular significance given rural
communities' increasing digital financial inclusion through
mobile money (Venice et al., 2025b; Vasantha et al., 2025).

4.2 Cybercrime Victimisation Experience

Direct cybercrime victimisation was reported by 38%
of respondents primarily mobile money fraud (65% of
victimised respondents), social media account compromise
(22%), and online shopping fraud (13%). Expert
interviewees estimated that actual victimisation rates
significantly exceed reported rates due to stigma, limited
law enforcement responsiveness, and uncertainty about
where to report incidents (Venice et al., 2025f; Basha et al.,
2025).

4.3 Awareness Education Exposure

Prior cybersecurity awareness education was reported
by only 25% of respondents, primarily from employer
training (35% of educated respondents), social media
content (30%), and school or university programmes (20%).
Community-based awareness programmes had reached
fewer than 10% of respondents. ICT expert interviewees
identified the absence of a national mass citizen
cybersecurity awareness campaign as a critical gap in
Zambia's cyber resilience strategy (Venice et al., 2025a;
Vinodh et al., 2026a).

4.4 Preferred Awareness Channels

Preferred cybersecurity awareness channels identified
by respondents included mobile phone SMS campaigns
(78%), radio programmes in local languages (72%),
community organisation workshops (65%), and mobile
application-based training (55%). These preferences
confirm the potential of mobile-first, community-mediated
awareness approaches in the Zambian context (Venice et al.,
2025b; Arockia et al., 2025).

5. Discussion

The low cybersecurity awareness documented among
Zambian citizens creates a significant and growing national
security risk as digital service adoption continues to expand.
The gap between digital technology adoption and
cybersecurity awareness education where citizens are
rapidly engaging with digital financial services without
corresponding safety knowledge represents a systematic
policy failure that demands urgent national attention
(Venice et al., 2025f; Vasantha et al., 2025). Al-powered
mobile cybersecurity training platforms, delivered in local
languages and calibrated to diverse user digital literacy
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levels, offer the most scalable and cost-effective pathway
for rapidly expanding citizen cybersecurity awareness
across Zambia's heterogeneous digital landscape (Venice et
al., 2025b; Akila et al., 2025; Arockia et al., 2025).

6. Conclusion and Recommendations

Recommendations: (1) launch a national Al-powered
mobile cybersecurity awareness campaign in local
languages (Venice et al., 2025b; Arockia et al., 2025); (2)
integrate cybersecurity and digital citizenship education
into national school curricula from primary level
(Vijayalakshmi et al., 2025a; Venice et al., 2025f); (3) train
community cyber safety champions in rural areas to extend
awareness reach (Kariveliparambil et al., 2026a;
Vettriselvan et al., 2026b); (4) establish blockchain-enabled
national cybercrime reporting and statistics platforms
(Rajeswari et al., 2026; Venice et al., 2025c); and (5)
mandate cybersecurity awareness training for all digital
financial service users at account registration (Venice et al.,
2025a; Vinodh et al., 2026a).
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