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Abstract— This article offered digitalized authentication procedures to authenticate and certify the artworks. Works of art 

are intricate constructions. When the original piece is lost or the forgers are exceptionally skilled at fooling the experts, art 

forgeries can be challenging to spot. In addition to art fraud, other types of art crimes, such art theft, are on the rise and are 

notoriously difficult to investigate. In order to stop such forgeries and thefts, this paper discusses numerous digital 

techniques employed in the authentication of artworks. 
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1. Introduction 

One of the world's most lucrative crimes is theft of 

works of art. According to statistics, about 50,000 pieces 

are stolen globally each year. The number of fabricated and 

false works of art being displayed in museums is rising.  

 

Fortunately, the development in picture capturing and 

processing has made it possible to digitise artwork. Art 

professionals have mastered more efficient methods for 

forgery detection and art analysis. X-rays, Infra-Red rays, 

and IR reflectography were employed to examine the 

underdrawings and pentimenti of paintings after the 

discovery of X-rays in the 19th century. The following 

actions are taken during a manual authentication process: 1) 

Provenance research: This stage entails looking into the 

ownership history of the piece of art. 2) Visual analysis: 

This is the comprehension of an artwork's characteristics, 

such as colour, surface/texture, lines, and shapes. 3) UV 

analysis and photography: Shows the natural varnishes and 

materials the artist used to create the painting. 4) X-ray 

fluorescence analysis: Provides information on the pigment 

distribution in the painting. 

 

A painting's dimensions and the size of the pigment 

grains can be determined by microscopy, which entails 

taking small millimeter-sized samples from the artwork. 

Digital imaging technology have advanced, enabling a 

variety of non-invasive procedures to be used to analyse 

artworks from which it is impossible to collect samples for 

analysis. Additional efficient and non-destructive ways to 

extract more information from a work of art have emerged 

as a result of this advancement. The fake that evades the 

scrutiny of art specialists can be easily identified by 

comparing the data obtained from analysing the original 

painting and its replica. 

 

 

 

 

 

2.   Multispectral imaging 
 

The study of pigment measurement and the 

preservation of a painting depend heavily on colour. The 

thing and the light that illuminates it are connected by 

colour. Colors that are invisible to the human sight exist. 

Some hues exist that are invisible to the human sight. A 

sequence of photos from a painting are produced via 

multispectral imaging using wavelengths that are particular 

to the electromagnetic spectrum. Multispectral imaging 

picks up the extra data that the human eye is unable to see. 

A camera records the reflected radiation after the analysis 

artwork has been exposed to ultraviolet, visible, and 

infrared rays. 

 

 
 
Fig. 1: Visible light (VIS): Regular image of the painting 

that serves as a reference for other images 
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Following calibration, the photos are input into a 

reflectance image cube, which represents the pixels in the 

X, Y, and wavelength of each pixel in the Z axes. Due to 

the use of 3D scanning and photogrammetry, the results 

offer a larger range of information on the painting. This 

offers precise details about the pigmentation employed in a 

painting. This aids in locating stains and discolorations that 

are challenging to see with the naked eye. UV 

Fluorescence (UVF): The artwork is exposed to UV rays, 

and the fluorescence that results is captured. 

 

A standard image and an infrared image are combined 

to create infrared fake colour (IRFC), which enables you to 

see different materials and editing touches in the false 

colour image. Raking light: Since the light is shining on the 

artwork at a shallow angle, the craquelure and texture of 

the painting may be more easily seen. Fluorescence in the 

Infrared (IRF). In order to detect pigments like cadmium 

yellow fluorescence in the IR region, the painting is 

exposed to visible or infrared photons. The resulting 

fluorescence in the infrared portion of the spectrum is then 

recorded. IR Radiation Transmitted (IRTR). In order to 

improve visual representation, the painting is exposed to IR 

radiation, and the reflected radiation from the opposite side 

of the painting is recorded. 

 

 
Fig.2: Virgin with the Child and a Saint 

 

3.  Reflectance Transformation Imaging (RTI) 
 

The increasing growth of art databases has 

necessitated the classification of artworks according to 

their colour and physical characteristics. According to 

statistics provided by the Fine Arts Experts Institute 

(FAEI), approximately 50% of all works of art on the 

market today are fakes. Either fraudulent, forged, or 

incorrectly ascribed works are discovered. Han Van 

Meegeren, an Amsterdam painter who impersonated Dutch 

masters like Pieter de Hooch and Johannes Vermeer in 

works, is one of the best examples of art counterfeit. After 

his forgeries were discovered not long after World War II, 

he received a year in prison. 

Reflectance Transformation Imaging, also known as 

Multi-Light Image Capture (MLIC), is an effective 

technology for studying paintings in detail, including their 

surface geometry and materials. An algorithm that uses 

machine learning to identify patterns in paintings and other 

works of art by the same artist processes the information 

from a single image or a collection of photos taken from a 

painting. This works well in identifying fake or incorrectly 

ascribed works by the artist. 

 

In the initial stage, a camera is put in place, and as 

static LEDs are turned on one by one on the artwork, 

pictures are shot from various perspectives. A sequence of 

photos with different highlights and shadows are created as 

a result of this process, highlighting subtle details and 

exposing surface details. The image datasets obtained from 

a series of paintings attributed to a particular artist are 

submitted to a machine learning algorithm that analyses the 

patterns of brushstrokes in order to detect forgeries. One of 

the characteristics that indicates the artist's style and other 

details such as texture, colour, pattern, and composition of 

the components utilised in the artwork is the artist's 

brushstrokes. In contrast to ordinary pictures, which 

obscure these brushstrokes, RTI creates emphasised image 

datasets with improved surface details. The algorithm 

distinguishes between the artist's authenticated paintings 

and counterfeit or copied works by recognising the pattern 

in brushstrokes and comparing it with the pattern in 

brushstrokes of various paintings. 

 

 
Fig.3: The Sennedjem Lintel 

 

4.  Blockchain technology in art authentication 

 
Blockchain technology has made significant changes 

in the art industry. It offers innovative methods for 

authenticating both real and digital artwork. Blockchain is 

an append-only digital ledger that not only makes 

information about artworks, such provenance, easily 

accessible, but also serves as a safe and reliable repository 

for that data. It keeps a time-stamped record of information 
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that is organised into chained blocks, with an alphanumeric 

code connecting the start block and the last piece of the 

previous block. One-hash function is used to 

cryptographically safeguard these records. A mathematical 

function called the hash transforms any variable-length 

input into a fixed-length output. Since it is very challenging 

to trace it back to the inputs and locate inputs that would 

produce the same hash value, it is known as a one-way 

hash function. Consequently, the term "append-only 

transaction record system" is used to describe the entire 

technology. 

 

An integral component of authenticity is provenance. 

The lengthy procedure of provenance is used by museums 

to identify an artwork's author. While blockchain has made 

it simple to keep track of an artwork's history of 

provenance, there is a non-negligible chance that certain 

information saved on blockchain may be incorrect or 

misconstrued. To decide if a piece of art is authentic or not, 

professionals must examine it. However, the findings of the 

research, such as the validity and source of art piece. 

 

 

 
Fig. 4:  Small Electric Chairs 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

During this procedure, a chip with a secret code is 

applied to the artwork. The system keeps the corresponding 

public key. The system authenticates the artwork and 

records data about the artwork. The key is given to the 

current owner as the artwork is sold to new parties, and the 

system logs the ownership change. A fake of the artwork 

cannot be sold on the market once it has been verified in 

the blockchain system. This paves the path for effectively 

ending art forgery and art theft. The provenance record 

forbids the sale of the artwork in the market when a stolen 

or fake piece of art is found in the system. 
 

5.   Conclusion  

 
This paper examined the emerging technologies that 

can be used to authenticate artworks effectively and to 

substantially reduce the art crimes occurring around the 

globe. Techniques such as Multispectral Imaging, 

Reflectance Transformation Imaging and blockchain 

technology were examined. 
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