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Abstract— Today’s world is growing rapidly over internet
technologies. Steganography play an important role in the
field of information security [1]. Video and images are very
common choice for hiding data. In Visual cryptography we
upload an image and embed encrypted data into color
component using LSB audio steganography .The advantage
of video cryptography is that, large amount of data can be
hidden inside and the fact that it is a moving stream of
images [2]. The data security approach when combined
with encryption and steganography techniques for secret
communication by hiding it inside the multimedia file. The
data is hidden in horizontal and vertical components of the
moving objects. The file such as images, audios and videos
contains collection of bits that can further be translated into
images, audios and videos. The file composed of
insignificant bit and unused areas which can be used for
overwriting of other data. This paper explains the algorithm
using video steganography for enhancing data security. Key
frame extraction technique is new in video steganography
and is used.
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1. Introduction

Cryptography system uses symmetric key in which the
sender and the receiver has single key. In public key system
two keys are used, a public key known to everyone and a
private key known to recipient. Nowadays the internet is
used mostly in all places. Video and images are very
common choice for hiding data. Through video background,
the information has been transformed securely. Visual
Cryptography allows visual information to be encrypted in
such a way that decryption becomes the work of the
receiver.

All messages can converted into cipher text by using
cryptographic methods. A secure video communication
system is used in which multiple encryptions are done at the
transmitter side and the corresponding decryption should be
done using the key at the receivers end. Multiple
encryption gives great security and the data hiding brings
additional security.

The system as a whole can be used for secure
transmission of digital videos to hide the data in the moving
file. To improve the security of data, Advanced Encryption
Standard (AES) algorithm is used [3] [4].
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2. Existing System

The Least Significant Bit (LSB) algorithm in the existing
system, which is not efficient, because it hides the message
in consecutive bytes received from video files. Video
steganography used poses more restrictions on choosing of
video files. Texting is the first mode for sending
information. Then with the help of Rivest-Shamir—
Adleman (RSA) algorithm, information passed through
audio in the secure way. Images and color components are
also used to hide data and to transmit them to the receivers
end.

2.1 Disadvantages

o No provision of encryption key,
o Lack of good user interface,
e Consumes more time to encode and decode the data.

In video steganography, the Data Encryption Standard
(DES) algorithm is far slow and is already broken and also
produces inefficient software code. These are the
disadvantages in the existing system which we should
overcome.

3. Proposed System

Enhanced video Steganography is a method of hiding
messages in video files of any formats. Many secure
transmissions are used nowadays. The texting audio and
color images are used for secure transmission of data. Even
in video stegnography, different methods are followed for
hiding data and to save information. In encryption, block
video is first divided into frames by using a video cutter.
These frames also contain the audio information.

3.1 Advantages

e User can understand easily.
e Consumes less time to encode and decode
e The AES algorithm is most secure and robust.

4. Methodology
The steganography is the art of hiding data inside another
data. Another approach for hiding data is to use network

steganography by sending data with the help of network
protocol [5] [6]. This focuses on the data security approach
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when combined with encryption and hiding data inside the
multimedia file. So we propose an algorithm using video
steganography for enhancing data security. The uses of
video files as a carrier medium for steganography are more
eligible as compared to other techniques. The basic model
of steganography consists of messages, embedding
algorithm and stego key [7][8]. The video steganography is
the composition of two phases which are extraction of video
files and embedding of secret message. The AES algorithm
is used to encrypt secret message. Using AES algorithm we
can send the information through video. The AES algorithm
is used for secure and robust cryptographic algorithm
against attacks. AES has symmetric block cipher and hence
uses same key for encryption and decryption.
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Fig. 1: AES string

The extraction of video files is results in frames. Videos
generally composed of still images and audio. So the audio
and image frames from the video file are extracted.
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Fig. 2: Message passing using encryption and receiving
decryption file

5. Implementation

The main problem with sending data over the internet is
security threat. The personal or confidential data can be
stolen or hacked. It is very important to take data security
into consideration, as it is one of the most hiked factors that
need concentration during the process of data transferring.
Here we propose a system “Data security using video
steganography” which prevents the user from any kind of
hacking data. We use texts, images, audios and videos for
hiding the secret data inside the cover medium. AES is the
algorithm proposed for encryption which results in more
secure technique for data hiding.
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Fig. 3: Video is playing with the help of text, image and audio
6. Result

The Video steganography is used to transfer the
information from one end to the other end by using AES
algorithm. There are several techniques and metrics that can
be measured objectively and automatically and also
evaluated by a computer program. In this paper, information
has been passing through video by using AES Algorithm
through image, audio and video. The messages are
embedded into cover image using encryption and
decryption.

Encryption & Decryption

Fig. 4: Text message passing through two keys
7. Conclusion

AES algorithm is used to pass secret information
through a video from sender to receiver. AES algorithm is
used against secure and also robust cryptographic attack.
Steganography can be classified based on many criteria
and one among them is based on the type of cover media.
Video is the collection of images combined with audio. All
videos under this category can be used for video
stegnography. This can be used in security system as
future research work.
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