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Abstract— Steganalysis is the new research area that is
appeared before the late 1990s. It is a technique that is used
for detecting the presence of hidden information in some
cover media. Normally steganalysis is a challenging task
when the pattern of the hidden information is unknown to the
steganalysts. To deal with this, bit plane analysis is proposed
in this paper. Bit planes of cover and stego images are
analyzed by computing the difference of corresponding 8 bit
planes so that one can clearly see hidden information with
varying densities. Black regions of the image represent the
value that is similar for both the images and the white regions
represent hidden secret message.

Keywords—Steganalysis, Cover image, Message image,
Stego image, Bit Plane Analysis.

1. Introduction

Steganography is the process of embedding text
information or image into cover image. The “embedding” is
otherwise called “hiding information” in a cover image. The
cover image appears with no change in the content when
looked at the embedded image (stego image). Steganalysis is
the way of identifying the presence of hidden information
and if possible, recovering the original hidden information
for better interpretation.

Covert communication that is implemented using
steganography increases much attention in academics and
government. Forensics investigation, surveillance systems,
criminal investigation, medical imaging, journalism and
intelligence services need more reliability while transferring
the information in the form of an image. Politicians use
steganography communication to express their political
thoughts which are more sensitive to the world. The
Government can take action on any politician who involve in
sensitive issue like decreasing the economical growth of the
country. The ease of internet helps in both good and bad
usage. Downloading steganography tools easily through
internet give challenges for government to trace the people
of law breaker. Law enforcement agencies of various nations
have started paying much importance in taking preventive
measures to defeat the illicit steganography over the Intgrpet.
Steganalysis technique can be used for defeating illicit
steganography. It is the method of perceiving the hidden
message and extracting it. Recent image forensic research
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has resulted in a number of steganalysis detection techniques
utilizing statistical features.

2. Literature Survey
2.1 Rs Steganalysis

Fridrich et al. [3] developed a steganalytic technique for
detecting LSB embedding in color and grayscale images.
They analyze the capacity for embedding lossless data in
LSBs. Randomizing the LSBs decreases this capacity. To
examine an image, they define Regular groups (R) and
Singular groups (S) of pixels depending upon some
properties. Then with the help of relative frequencies of
these groups in the given image, in the image obtained from
the original image with LSBs flipped and an image obtained
by randomizing LSBs of the original image, they try to
predict the levels of embedding.

2.2 Dct Domain Steganalysis

Fridrich et al. [5] have shown that this change is
proportional to the level of embedding. They also showed
that, if an image is cropped by 4 rows and 4 columns, then
original DCT histogram can be obtained. The basic
assumption here is that the quantized DCT coefficients are
robust to small distortions and after cropping the newly
calculated DCT coefficients will not exhibit clusters due to
quantization. Also, because the cropped stego image is
visually similar to the cover image, many macroscopic
characteristics of cover image will be approximately
preserved. After predicting DCT coefficient’s histogram in
the original image and comparing with that of a stegoed
image, the hidden message length can be calculated.

Many steganalysis researchers such as Neil et al. [9]
attempt to categorize steganalysis attacks to recover modify
or remove the message, based on information available. The
steganalysis technique developed can detect several variants
of spread-spectrum data hiding techniques (Marvel et al. [7]).
The first steganalysis technique using wavelet
decomposition was developed (Farid [2]).

Sullivan et al. [4] use an empirical matrix as the feature
set to construct a steganalysis. Chen et al. [11] enhanced and
applied the statistical moments on JPEG image steganalysis.

2.3 Feature Extraction For Steganalysis

Yuan Liu et al. [23] proposed three methods for deriving
the feature vector such as Robert gradient energy in pixel
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domain, variance of Laplacian parameter in DCT domain
and higher-order statistics extracted from wavelet
coefficients. BPA neural network is applied as the classifier.

Xiangyang Luo et al. [39] used WPT to decompose
image into three scales and obtained 85 coefficient sub bands
together. Multi-order absolute characteristic function
moments of histogram are extracted from these sub bands as
features. Finally these features are normalized and combined
to a 255-D feature vector for each image. Back-propagation
neural network is used as a classifier.

Yuan-lu Tu et al. [33] proposed a method for feature
extraction by calculating the features from the luminance and
chrominance components of the images. Features are
extracted both in DCT and DWT domains. Wavelet
high-order statistics is substituted with the moments of
wavelet characteristic function. Non linear SVM
classification is implemented.

3. Methodology

Generally, the person involved in retrieving the message
will not know the pattern of hidden information that has been
used during steganography. Keeping this in view, a method
has been proposed to find out the presence of information in
the cover image. This is identified by bit plane analysis
method. The detailed description of this method is given in
the subsequent chapter.

Sample cover images (Group 1) are shown in Figure
1.1 .The total number of cover images considered is 1024.
The cover and message images have been taken from the
Matlab 7® image library. Message images (Group 2) are
shown in Figure 1.2. Stego images (Group 3) are shown in
Figure 1.3. Group 3 images have been obtained by
embedding Group 2 images into Group 1 images.

Fig. 1.1 : Cover images (Group 1)
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Fig. 1.3 : Stego images (Group 3)

The general procedures followed for embedding
information are mentioned below:

LSB, DCT, DWT, and DFT encoding schemes are

considered for the experimental work.

e  256-bit color images (one matrix) and true color images
(3 matrices/ planes i.e. red, green, blue) - are considered
for hiding information.

e  Patterns are generated by considering 2 X 2 pixels from
cover images, message image and steganographic
image. Redundant 2 X 2 pixels are eliminated. Labeling
of 2 X 2 pixels is done as 0.1 for cover image, 0.2 for
message image and 0.3 for steganographic image.

e The labeling of image types and their target value is

shown in Table 1.
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TABLE 1 : IMAGE TYPES

Group Total Images Image type Value

Name
Group 1024 Cover image 0.1
1
Group 100 Message image 0.2
2
Group 512 Steganographic 0.3
3 image

3.1 Bit Plane Analysis

A binary image is a digital image that has only two
possible values for each pixel. Binary images are also called
bi-level or two-level. The names black-and-white,
monochrome or monochromatic are often used, but may also
designate any images that have only one sample per pixel,
such as gray scale images. Binary images often arise in
digital image processing as masks or as the result of certain
operations such as segmentation, thresholding and dithering.
Every single pixel in an 8-bits gray level digital image
consists of 8 bits. Gray-level images are also encoded as a
2D array of pixels, using eight bits per pixel, where a pixel
value of 0 usually means “black” and a pixel value of 255
means “white”, with intermediate values corresponding to
varying shades of gray. An 8-bit monochrome image can also
be thought of as a collection of bit-planes, where each plane
contains a 1-bit representation of the image at different levels
of detail. An image can be represented with maximum
intensity value of 255. The value 255 can be represented by
binary values “11111111”. Each bit is treated as a plane as in

Table 2.
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cover and message images are shown in Figure 1.4 (a) and
Figure 1.4 (b) respectively. The stego image is given in
1.4(c).

@

Fig. 1.4 a) Coverimage b) Message image c) Stego image

Random least significant bit (LSB) embedding method
(Table 3) is used to produce the stego image that is shown in
Figure 1.4 (c). Bit planes of cover and stego image which are
shown in figure 1.4(a) and Figure 1.4(b) are analyzed. This
approach is straight forward and general, so that one can
clearly see hidden information with varying densities.

TABLE 2 : BIT ASSIGNMENT

Intensity 255
values of
a pixel
Bit value | 1 1 1 1 1 1 1 1

Plane ¢ [ 27 [ 39 |4 [ 50 [6n |77 | 8@

Lower nibble (back

Upper nibble (Fore
ground in an image)

ground in an image)

In actual practice, the person involved in retrieving the
message will not know the pattern of hiding information that
has been used during steganography. Keeping this in view, a
method named bit plane analysis has been proposed to find
out the presence of information in the cover image. The
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4. Results And Discussion

Least significant bits are the deserving places in an image
to hide the message data, because, their alterations results
unnoticeable loss of quality, gives no clue to human eye. The
other important nature in LSBs is that, they are completely
random in terms of their overall significance to the complete
image. The perception of LSBs as a binary image in isolation
will appear scattered such that the values make no difference
and look very random. Images from the natural scenes
mostly include objects which contain color changes because
of the varying intensities of visible light subjected on the
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objects. Shadows can act as patterns for such type of images.
The pixel values of the image decrease by very small
amounts as the shadow gets stronger. It can be assumed that
the LSBs of an image are more structured posing a huge
weakness that can be exploited through visual attacks.

If original cover is available then a forensic expert
obtaining the LSB planes of both the original and the suspect
image can conclude the cleanness of the suspect image by
computing the difference between the two obtained LSB
planes one from the other. They will then be left with an
image similar to that in which the black regions of the image
represent the values that do not change between both images,
and the white regions represent secret message detection.
The 8 bit planes of both the original and stego image are
shown in Figure 1.5 and Figure 1.6 respectively. The
difference of corresponding 8 bit planes of original and
suspect image is computed and shown in Figure 1.7. White
regions are observed within the bit plane images in the
Figure 1.7. It can also be observed that the lower bit plane
holds much secret information compared to its next higher
plane. It is clear that the suspect file is embedded with secret
information.

The steganalyst can therefore conclude that the suspect
image has been secretly embedded, and they can even
identify the locations of the modified pixels. But in practical,
the original cover will not be available during steganalysis in
most of the cases. To produce a more guaranteed analysis, it
is needed to combine several steganalysis methods to fix a
suspect image.

FifthPlane Sixth Plane Seventh Plane Eighth Plane

; ’; E P Group of Journals

ISSN 2394-6385(Print)
ISSN 2394-6393(Online)

Fig 1.6 Bit Plane Analysis of Stego File

Plane 4

Plane 6

Plane 5

Plane 7 Plane 8

Fig 1.7 Differences of Cover and Stego File

5. Comparison Of Proposed Method With
Existing Methods

The proposed method is compared with few more
methods which are given in Table 4. The proposed method
uses normalized gray scale value as a feature so that the
values of the features from the cover images are in the range
of 0 to 1, and the computational complexity is reduced. The
normalization of the patterns is done by

TABLE 4 COMPARISON OF PROPOSED METHOD WITH EXISTING METHODS

Proposed PFattem Features No.Of | Stegaralysis | Data Hiding | Reference
IMethod MNeeded/ Images | Type Methods
Not Needed Used
Bit Plane Nommalized 1024 Fassive Random Current Paper
Analysis Pattemnot Gray Seale Cover LSB,DCT, |ty
needed Value Itnages DWT,DFT | DrP Sujatha
511
Stego
Images
Meural Fattem Local Binary | 1000 Passive Blindside Patricia
Network with | Meeded Pattern Caver Laffertyet al
Local Binary Images [36]
Fattern 1000
Stego
Itnages
BPA Pattem Shewmess, 4 Passive Quantization | Liu Shachui
MNeeded Varlance, itrages etal. [38]
Kurtosis, for
ean traiting
and 81
itrages
for
testing
Feedforward | Pattem Statistical 1096 Passive Generic QIV, | hi, ¥.0. et

Networl With | Needed Moments of | knages Generic LB, |al. [37]

BPA Characteristic 33, Block 55,
Function, Blind 35
Wawelet Sub
hands

ANN Pattem 10, Mean, 1300 Passive Mot Jeni fer

Meeded Variance, images Mertioned Dravidson et
Shewmes al. [39]
Kurtosis
Xi = xi / xmax (4.1)

Where xi is the value of a feature, and xmax is the
maximum value of the feature.Also, bit plane analysis
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method is preferable for the steganalysts when the pattern of
the hidden information is not known.

6. Conclusion

Hidden information is detected with different densities
by analyzing the bit planes of cover and stego image. The
amount and density of information present in each plane is
also represented in this paper. The hidden information is
clearly depicted using white dots. The significance of Bit
plane analysis is that it is very much useful when the pattern
of the hidden information is unknown for the steganalysts.
Also it uses the normalized gray scale values as a feature and
hence the computational complexity is reduced. However in
most of the cases the original cover image will not be
available for the steganalysts. In such case, several
steganalysis methods should be combined to produce a more
guaranteed analysis.
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